DEPARTMENT OF HOMELAND SECURITY

OFFICE OF THE SECRETARY

THE WHITE HOUSE

WASHINGTON, DC 20502

6 January 2017

MEMORANDUM FOR: 

Deputy Secretary of Homeland Security
Undersecretary of Border and Transportation Security                                         Undersecretary of Emergency Preparedness and Response                                  Undersecretary of Biological, Radiological, and Nuclear Countermeasures Undersecretary of Information Analysis and Infrastructure Protection                Commandant, U.S. Coast Guard

 SUBJECT: Policy Decision Guidance

1.  Our strategy to improve our homeland security posture is based on the following core objectives:  Prevent terrorist attacks within the United States; reduce America's vulnerability to terrorism; and minimize the damage and recover from attacks that do occur.  Therefore, the Department of Homeland Security’s emphasis must be placed on those activities that will provide us with the greatest potential for achieving that end. 
2.  The following broad guidance should be used by all members of this Department in formulating recommendations for policy decisions affecting the Department of Homeland Security.

-signed-

SECRETARY OF HOMELAND SECURITY

Encl

 

ORGANIZATIONS AND FUNCTIONS, DEPARTMENT OF  HOMELAND SECURITY

The Department of Homeland Security (the "Department") was established in 2002 and is headed by the Secretary of Homeland Security. 

     
The Secretary of Homeland Security shall be the individual primarily responsible for coordinating the domestic response efforts of all departments and agencies in the event of an imminent terrorist threat and during and in the immediate aftermath of a terrorist attack within the United States and shall be the principal point of contact for and to the President with respect to coordination of such efforts. The Secretary shall coordinate with the Department of Defense and Assistant to the President for National Security Affairs, as appropriate. 

The Department shall work with executive departments and agencies, State and local governments, and private entities to ensure the adequacy of the national strategy for detecting, preparing for, preventing, protecting against, responding to, and recovering from terrorist threats or attacks within the United States and shall periodically review and coordinate revisions to that strategy as necessary. 

Border and Transportation Security

Securing our nation’s air, land, and sea borders is a difficult yet critical task. The United States has 5,525 miles of border with Canada and 1,989 miles with Mexico. Our maritime border includes 95,000 miles of shoreline, and a 3.4 million square mile exclusive economic zone. Each year, more than 500 million people cross the borders into the United States, some 330 million of whom are non-citizens. 

The Department of Homeland Security is responsible for securing our nation’s borders and transportation systems, which straddle 350 official ports of entry and connect our homeland to the rest of the world. The tasks of managing our borders and securing our transportation systems are directly related – indeed, at our international airports and seaports they are inseparable.

The Department manages who and what enters our homeland, and works to prevent the entry of terrorists and the instruments of terrorism while simultaneously ensuring the speedy flow of legitimate traffic. It is the single federal Department in charge of all ports of entry, including security and inspection operations, and manages and coordinates port of entry activities of other federal departments and agencies. The Department leads efforts to create a border of the future that provides greater security through better intelligence, coordinated national efforts, and unprecedented international cooperation against terrorists, the instruments of terrorism, and other international threats. 

The Department leads work toward a state-of-the-art visa system, one in which visitors are identifiable by biometric information that is gathered during the visa application process. It ensures that information is shared between databases of border management, law enforcement, and intelligence community agencies so that individuals who pose a threat to America are denied entry to the United States. It also leads the automated entry-exit system that verifies compliance with entry conditions, student status such as work limitations and duration of stay, for all categories of visas. 

To carry out its border security mission the Department incorporates the United States Customs Service (formerly part of the Department of Treasury), the Immigration and Naturalization Service and Border Patrol (from the Department of Justice), the Animal and Plant Health Inspection Service (from the Department of Agriculture), and the Transportation Security Administration (formerly of the Department of Transportation). The Department also incorporates the Federal Protective Service (General Services Administration) to perform the additional function of protecting government buildings, a task closely related to the Department’s infrastructure protection responsibilities. 

The Transportation Security Administration, part of the Department, has statutory responsibility for security of all modes of transportation and directly employs airport security and law enforcement personnel. Tools it uses include intelligence, regulation, enforcement, inspection, and screening and education of carriers, passengers and shippers. Its present focus on aviation security will not slow the government’s pace in addressing the security needs of other transportation modes. 

United States Coast Guard. In order to secure our nation’s territorial waters, including our ports and waterways, the Department has authority over the United States Coast Guard, which maintains its existing independent identity as a military organization under the leadership of the Commandant of the Coast Guard. Upon declaration of war or when the President so directs, the Coast Guard would operate as an element of the Department of Defense, consistent with existing law.

The U.S. Coast Guard is charged with regulatory, law enforcement, humanitarian, and emergency response duties. It is responsible for the safety and security of America’s inland waterways, ports, and harbors; more than 95,000 miles of U.S. coastlines; U.S. territorial seas; 3.4 million square miles of ocean defining our Exclusive Economic Zones; as well as other maritime regions of importance to the United States.

The Coast Guard has command responsibilities for countering potential threats to America’s coasts, ports, and inland waterways through numerous port security, harbor defense, and coastal warfare operations and exercises. In the name of port security specifically, the Coast Guard has broad authority in the nation’s ports as "Captain of the Port." In the War on Terrorism, the Coast Guard worked to establish near shore and port domain awareness, and to provide an offshore force gathering intelligence and interdicting suspicious vessels prior to reaching U.S. shores.

Immigration and Visa Services. The Department of Homeland Security includes the INS and has separated immigration services from immigration law enforcement. The Department has the legal authority to issue visas to foreign nationals and admit them into the country. The State Department, working through the United States embassies and consulates abroad, continues to administer the visa application and issuance process. The Department makes certain that America continues to welcome visitors and those who seek opportunity within our shores while excluding terrorists and their supporters.

Emergency Preparedness and Response

We cannot assume that we can prevent all acts of terror and therefore must also prepare to minimize the damage and recover from attacks that do occur. As September 11 showed, the consequences of terrorism can be far-reaching and diverse. The Department of Homeland Security ensures the preparedness of our nation’s emergency response professionals, provides the federal government’s response, and aids America’s recovery from terrorist attacks and natural disasters. 

To fulfill these missions, the Department of Homeland Security builds upon the Federal Emergency Management Agency (FEMA) as one of its key components. It continues FEMA’s efforts to reduce the loss of life and property and to protect our nation's institutions from all types of hazards through a comprehensive, risk-based, all-hazards emergency management program of preparedness, mitigation, response, and recovery. And it will continue to change the emergency management culture from one that reacts to terrorism and other disasters, to one that proactively helps communities and citizens avoid becoming victims. 

The Department has responsibility for federal emergency response efforts. It leads our national response to a biological attack, directs the Nuclear Emergency Search Teams, Radiological Emergency Response Team, Radiological Assistance Program, Domestic Emergency Support Team, National Pharmaceutical Stockpile, and the National Disaster Medical System, and manage the Metropolitan Medical Response System. The Department also coordinates the involvement of other federal response assets such as the military in the event of a major incident. 

Incident Management. The Department works with federal, state, and local public safety organizations to execute a comprehensive national incident management system for response to terrorist incidents and natural disasters. In time of emergency, the Department manages and coordinates federal entities supporting local and state emergency response efforts. 

Chemical, Biological, Radiological, and Nuclear Countermeasures

The knowledge, technology, and material needed to build weapons of mass destruction are spreading inexorably. If our enemies acquire these weapons and the means to deliver them, they will use them potentially with consequences far more devastating than those we suffered on September 11. 

The Department of Homeland Security leads the federal government’s efforts in preparing for and responding to the full range of terrorist threats involving weapons of mass destruction. To do this, the Department directs exercises and drills for federal, state, and local chemical, biological, radiological, and nuclear (CBRN) response teams and plans. This is a single office whose primary mission is the critical task of protecting the United States from catastrophic terrorism.

The Department would unify our defenses against human, animal, and plant diseases that could be used as terrorist weapons. The Department would sponsor outside research, development, and testing to invent new vaccines, antidotes, diagnostics, and therapies against biological and chemical warfare agents; to recognize, identify, and confirm the occurrence of an attack; and to minimize the morbidity and mortality caused by any biological or chemical agent. 

The Department unifies defenses against agricultural terrorism – the malicious use of plant or animal pathogens to cause disease in the agricultural sector. The Department excludes agricultural pests and diseases at the border. It conducts national research programs and surveillance systems to shield agriculture from natural or deliberately induced pests or disease. Working with the Department of Agriculture and the Department of Health and Human Services, it also ensures rigorous inspection and quality assurance programs to protect the food supply from farm to fork.

Information Analysis and Infrastructure Protection

The Department of Homeland Security is responsible to identify and assess current and future threats to the homeland, map those threats against our current vulnerabilities, inform the President, issue timely warnings, and immediately take or effect appropriate preventive and protective action.

Threat Analysis and Warning. Actionable intelligence is essential for preventing acts of terrorism. The timely and thorough analysis and dissemination of information about terrorists and their activities improves the government’s ability to disrupt and prevent terrorist acts and to provide useful warning to the private sector and our population.  The Department of Homeland Security, working together with enhanced capabilities in other agencies such as the Federal Bureau of Investigation makes America safer by pulling together information and intelligence from a variety of sources. 

The Department fuses and analyzes legally accessible information from multiple available sources pertaining to terrorist threats to the homeland to provide early warning of potential attacks. This information includes foreign intelligence, law enforcement information, and publicly available information. The Department is a full partner and consumer of all intelligence-generating agencies, such as the Central Intelligence Agency, the National Security Agency, and the FBI. By obtaining and analyzing this information, the Department has the ability to view the dangers facing the homeland comprehensively, ensures that the President is briefed on relevant information, and takes necessary protective action.

The Department’s threat analysis and warning functions would support the President and, as he directs, other national decision-makers responsible for securing the homeland from terrorism. The Department administers the Homeland Security Advisory System and be responsible for public alerts. 

Critical Infrastructure Protection. The attacks of September 11 highlighted the fact that terrorists are capable of causing enormous damage to our country by attacking our critical infrastructure – those assets, systems, and functions vital to our national security, governance, public health and safety, economy, and national morale. 

The Department of Homeland Security coordinates a national effort to secure America’s critical infrastructure. Protecting America’s critical infrastructure is the shared responsibility of federal, state, and local government, in active partnership with the private sector, which owns approximately 85 percent of our nation’s critical infrastructure. The Department of Homeland Security concentrates this partnership in a single government agency responsible for coordinating a comprehensive national plan for protecting our infrastructure.  

The Department builds and maintains a comprehensive assessment of our nation’s infrastructure sectors: food, water, agriculture, health systems and emergency services, energy (electrical, nuclear, gas and oil, dams), transportation (air, road, rail, ports, waterways), information and telecommunications, banking and finance, energy, transportation, chemical, defense industry, postal and shipping, and national monuments and icons.  The Department directs or coordinates action to protect significant vulnerabilities, particularly targets with catastrophic potential such as nuclear power plants, chemical facilities, pipelines, and ports, and establishes policy for standardized, tiered protective measures tailored to the target and rapidly adjusted to the threat. 

Our nation’s information and telecommunications systems are directly connected to many other critical infrastructure sectors, including banking and finance, energy, and transportation. The consequences of an attack on our cyber infrastructure can cascade across many sectors, causing widespread disruption of essential services, damaging our economy, and imperiling public safety. Accordingly, the Department of Homeland Security protects our cyber infrastructure from terrorist attack by unifying and focusing the key cyber security activities performed by the Critical Infrastructure Assurance Office (formerly part of the Department of Commerce) and the National Infrastructure Protection Center (FBI). The Department augments those capabilities with the response functions of the Federal Computer Incident Response Center (General Services Administration). Because our information and telecommunications sectors are interconnected, the Department also has the functions and assets of the National Communications System (Department of Defense), which coordinates emergency preparedness for the telecommunications sector.

State, Local, and Private Sector Coordination 

The nature of American society and the structure of American governance make it impossible to achieve the goal of a secure homeland through federal Executive Branch action alone. The Administration’s approach to homeland security is based on the principles of shared responsibility and partnership with the Congress, state and local governments, the private sector, and the American people.

The Department of Homeland Security coordinates, simplifies, and where appropriate consolidates government relations on its issues for America’s state and local agencies. It also coordinates federal homeland security programs and information with state and local officials. 

To fulfill these preparedness missions, the Department of Homeland Security incorporated the Department of Justice’s Office of Domestic Preparedness, the Federal Bureau of Investigation’s National Domestic Preparedness Office, and the Federal Emergency Management Agency’s Office of National Preparedness.

Non-Homeland Security Functions

The Department of Homeland Security has a number of functions that are not directly related to securing the homeland against terrorism. By incorporating the emergency management mission of FEMA, it is responsible for natural disasters. Through the Coast Guard, it is responsible for search and rescue and other maritime functions. By incorporating the INS, it is responsible for immigration and naturalization services. Through the Secret Service, it is responsible for fighting counterfeiters. And by incorporating the Customs Service it became responsible for stopping drug smuggling. 
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