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VIETNAM LESSONS LEARNED LEARNED KO T9

ENEMY EXPLOITATION OF ALLIED TACTICAL COMMUNICATIONS (U)

1. (C) INTRODUCTION. Several salient lessons learned on communications
cover and deception are contained in Counterinsurgency Lesson Learned No.
64, dated 15 September 1967, and Combat Experiences 2-69, dated 29 July
1969, published by Headquarters, United States Military Assistance Command,
Vietnam. While the major topic of discussion of these two publications

is the enemy and friendly employment of communication techniques as a

means to deceive and misguide the adversary, many references are made
therein to the importance of sound communications security practices.

2. (C) PURPOSE. This lessons learned is devoted entirely to the subject
of communications security. It adds strong emphasis to the need for sound
and secure communication techniques; striet circuit discipline; and
meticulous adherence to existing communications regulsations, proeedures,
and practices. The continued disregard for approved communications
techniques and the failure to use approved codes is constantly providing
the enemy with timely intelligence which can be exploited to foil allied
operations.

3. {(C) BACKGROUND.

a. Prior to and throughout 1965 the enemy in Vietnam concentrated
his communications intercept activities on Vietnamese Air Force
and civil communications. Concurrent with the US build-up the
enemy instituted an intensive training program designed to pro-
duce the large number of English linguists necessary to exploit
successfully US communications. As a result, English linguists
are now integral to many Viet Cong (VC) and North Vietnamese
Army (NVA) combat units.

b. Through interrogation reports and the analysis of captured enemy
documents it was known that the VC/NVA were primarily interested
in plein lenguage end brevity-coded voice communications. Heavy
emphasis was Placed on the intercept of forward sir controller,
artillery spotter and press communications. The VC/NVA were
also known to engage in the crypto-analysis of low level codes,
suthorized and unauthorized, and demonstrated a respectable degree
of successg in Jjamming, imitative communications deception, and
traffic analysis.

4, (C) CURRENT VC/NVA COMMUNICATIONS INTELLIGENCE ACTIVITY. Although
the VC/NVA Communication Intelligence {COMINT) effort has been evident
for some time, only limited information on their intercept successes was
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available. Today the seriousness of this threat can be fully comprehended
since there is proof of the enemy's COMINT effort and the success the
VC/NVA are achieving in the exploitation of US and allied communications.

a.

On 20 December 1969 an enemy camp in the III Corps Tactical Zone
was overrun by US forces. Interrogation of the prisoners taken
and analysis of the equipment and documents captured revealed that
the personnel were from a radio intercept element known to the
VC/NVA as a technical reconnaissance unit. While individuals and
separate pieces of equipment have been captured in the past, this
was the first unit to be captured virtually intact. The mission
of this unit was to intercept and analyze the volce and Morse code
communications of US and allied units in their area. Documents
captured included over 1400 hand-copied voice transmissions inter-
cepted from allied nets, two booklets containing biographical

data of the unit's personnel, booklets containing sample frequency
and call sign allocations with unit identifications and various
booklets containing instructions on methods of intercept and
exploitable weaknesses in US and allied communications. All of
this COMINT activity was accomplished with the following equipment:

Twoe PRC-25's and one PRC-TT,
One Chinese Communist (CHICOM) R-139 Receiver,
One homemade receiver and transmitter,
Seven Sony transistor radios,
. And one Panasonic receiver.

The PRC-25 and PRC-TT receivers gave the team the capabllity of
intercepting the frequency modulated (FM) radics used by US
tactical units. The CHICOM R-139 receiver is capable of in-
tercepting the GRC series of radios. The homemade receiver and
transmitter, while compatible with some US egquipment, was probably
used by the unit for internal communications.

Included in the booty were several bags of antenna parts and long
wire antennae cut to specific frequencies to increase sensitivity.
Power was obtained through commercial batteries wired both in
parallel and in series to attain the desired voltages. All of

the equipment was in excellent operating condition and the work-
manship reflected in the homemade receiver and transmitter was of
very high quality. With this equipment the unit had the capability
of monitoring virtually all non-secure voice and manual Morse
communications used by US and allied tactical units.

Among the documents captured were booklets containing extensive
instructions on proper intercept techniques and detailed analysis
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5. (c)

6. (c)

of the communications procedures of several allied units. They
explain in detail such things as procedures used in assigning
callwords and suffixes, and the imporiance of these items in
maintaining order of battle information and continuity in theilr
intercept effort. The enemy author points out that in many cases
call signs and call words do nct change, or that when call words
do change, suffixes and frequencies do not. Numercus pages and
diagrams list past and present call signs and suffixes of US units.

CONCLUSIONS.

The preceding paragraphs indicate the seriousness of the threat
caused by the VC/NVA COMINT effort. There is little doubt that
the personnel employed in this effort are well qualified, well
equipped,. and possess the necessary documentation to analyze
allied communications on the spot, in the minimum amount of time.
The relay of intercepted information to enemy units in the field
is done expeditiously by land line communications, radio, or
courier.

Also indicated herein are the specific areas of weakness of
allied forces most commonly exploited by VC/NVA COMINT units.
Some of those cited are not new and have been addressed before.
However, continuous employment of unauthorized codes, lack of
proper communication discipline, and disregard of existing
regulaticns, directives and specified procedures continue to
provide the enemy with valuable and extremely timely intelligence
informaticen.

LESSONS LEARNED.,

Allied units continue to make extengive use of locally produced,
unauthorized codes which the enemy has no difficulty in breaking.

Allied units continue to transmit in the clear such items as:
(1) Artillery harassment and interdiction fires schedules.
(2) Ambush sites.

(3) Casualty reports.

(k) Pire support requests.

Call signs and frequencies are not changed periodically and when
changed, some suffixes, frequencies, or other component items are
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retained.

d. Some allied units fail to use proper authentication when in a
deception envircnment. '

e. There is a general lack of:
(1) Proper circuit discipline.

. (2) Adequate pre-ocperation communications security (COMSEC)
planning.

{3) Maximum use of available gsecure communications eguipment.

(L) Realization by various personnel of the vulnerability of
electromagnetic and wire transmissions to enemy interception.

f. Allied forces continue to underestimate the enemy's capabilities
in the field of communications intelligence.
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ANNEX A

FOREWORD

This ahnex reproduces =xcerpts from translated enemy documents.
These translations are contained in the Combined Document Exploitation
Center, (CDEC), Vietnam, report Number TIR RVN 06-70. Described in
considerable detall therein are instructions provided tc VC/NVA intercept
oparators and analysts. All paragraphs in this annex are classified CON-
FIDENTIAL.

American Technical Information

"It has been suggested that a number of documents compiled
on American technical information (except that of the lst and

25th Divs) be typed and sent to the units.
US Armored Cavalry Regiment

Through monitoring and analysis over a period of time, we

have become experienced with regard to intercept of and
collecting information from the regimental net., Because of
this, we are able to maintain daily continuity. There are many
deficiencies, but there is still enough informaticn to be

given out for reference.

I General Concept

The Regiment is an independent regiment directly subordinate
to IIFFV. The enemy uses the Regiment as s mobile strike
force to search out and destroy cur bases. Since the spring
of 1968 until now, they have suffered many crushing blows,
expending much military strength in both men and vehicles.
Despite increased attacks, the enemy has not stopped asttempts
to cope with us in their methods of communicating. Therefore,

wemust increase our intercept effort in order to gain good
information.

II Spécific Aspects

The Regiment is a mobile unit that travels primarily by M113
and Myl.

Their most recent area of cperation was the Southeast Region

made up of National Highway 13, north and south of Interprovincisal
Highway 13, the LAI KHE area, and east of LAI KHE (XUAN KHANH-

A-1
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XUAN LOC). Officers (operations, in command of aircraft,
or moving troops) have a strange tone of voice, but they
do not spesk too fast.

Messages are primarily concerned with vehicles (VTR, AVOP or
CHECK POINT).

Because the Regiment operates independently of roads, they
usually use landmarks or a PO (POINT OF ORIGIN) from which
they use LEFT, RIGHT, UP, and DOWN to designate a position.

An important part of an armored unit's mission is to protect
and escort convoys.

III Methods of search and development of the net

The enemy, in an attempt to cope with our efforis, changes
Call Sign Suffixes (C/SS) and frequencies more and more
every dey. The task of search and discovery of C/SS and
frequencies therefore, is a very important matter. The
enemy changes C/SS and frequencies at the beginning of
the month and sometimes changes twice a month. Often we
must rely on characteristics, model messages, ete. For
example, if the enemy conceals a frequency change, and we
wish to know the frequency, we must rely on operational
characteristics, model messages, and type and area of
operations.

A. Operational characteristics

Usually, the Regiment is very active and there are many
exchanges, especially involving operations officers,
commanders, etc, during normal times as well ag during
attacks. These exchanges are a little strange, but unlike
other units such as the lst and 25th Infantry Divisions, they
are not very fast. Periods of interference have little
effect on our intercept: officers of the higher echelons
and the operations center, when in communication with sub-
ordinate officers or units, report calmly and carefully
even during an attack when the level of work increases.

B. Seample messages

Generally speaking, the Regiment does not have a standard
message format except for B52 and artillery reports.

Examples:

UNCLASSIFIED
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BSi report

BAIMAN 96 - ALL STATIONS - HEAVY ARTILLERY WARNING
AT COOFDINATES XT 400800 ON THE 345/44 BIEN HOA TACAN. ALL
A/C AVCID BY 10 NAUT'ICAL MILES FROM NOW UNTIL 1270H. ALL
STATIO! 3 ACKNOWLEDG' IN TURN.

Artillery repor®

BAIMAN 96 - ALL STATIONS - ARTILLERY WARNING FIRING FROM
LEAR T? GRID XU T2z415. MAX SHORT 200 FEET, 190 DEGREES;
MAX RANGE 12 - 5 12m.

Porition or sigating report

BAIMAN 92 - BADMAN 96 - MY 18 ELEMENT LOCATION FROM PO
ANG DOWN 1.6 RIGHT 2.5.

THEY ARE SEARCHING THE AREA AND FOUND A BASECAMP CON-
EISTING OF 20 BUNKERS 5 x 8 WITH OVERHEAD COVER. 2KS TRAILS
SHOWING HEAVY RECENT USE.

I HAVE GOT REPORT THAT 1 VC BATTS LOCATION IN RADIUS
TOOm GRID XU 8405 RED 2 AND ARTILLERY ARE CEECKING THE AREA
AT THIS TIME.

Because activity is near highways, a message often con-
tains VTR (VEHICLE TANK RECOVERY), AVOP (ARMORED VEHICLE
OPERATION), CP (CHECK POCINT) or PO UP, DOWN, LEFT, RIGHT.

A few conclusions
From analyzing the enemy over the past months (April -
July), we have developed a few rules regarding frequencies,
C/S5, and the suffix system used by the Regiment and its
battalions and companies.

Frequencies

Although the enemy often changes frequencies, they
oply rotate a number of set freguencies as demonstrated.

C/8S and suffix system

Pay attention to the monthly suffix system of
the Regiment and identifying the COs or operations officers
relying on their characteristics and their relationships on
the net. The suffix system of the Regiment is the same as
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that of the battalions. -In order to identify units, take
the CO's suffix together with the number, in order, of the
unit (as demonstrated above).

Note: Besides this, in order to identify the suffix system,
we must rely on message content, area of activity and continuity.

A point worthy of note is that the battalicns have sep-
arate C/SS for the Regiment and battalion nets.

Exemple: BADMAN 93 - 34 Bn
BADMAN 38 - 3d Bn CO on Regt's frequency

The Cos are also like this.
V Extraction of information

If we want tc produce good information; that is, be good re-
porters, we must first of all be good collectors.

Combat experience has taught us to produce timely and
accurate information with each person working as a good reporter
of information collected on short wave by PRC25., We must be able
to discern enemy activity; gauge 1ts level by belng aware of the
situation, by skilled map reading, and by improving our skills;
take suff1C1ent notes; accept hardships, and react quickly to
changes in enemy posture.

Points to aid in the extractidn of informstion;

Echelon of the unit (Bn and Co)
Period of time

Key points of interest
Composition

General information

Operational characteristics

Area of operations

A marked increase in traffic
Chenges in deployment in the news

VI Conclusion

Presented above is a small amount of technical knowledge we
have concerning the Regiment., Although there is much lacking, we
have presented it to give all of ug a frame of reference for more
and better technical analysis of this unit.
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Awaiting your contributions

15 Aug 69

Technical Information on a US Cavalry Division, Air Mobile (AM)

{e are goint to introduce a few recent (May - Jul 69) technical
characteristics of the Division to allow you to gain ex-~
perience in this sgres,

I C/88 and frequencies

Since the Division began operating in III CTZ (the end of Oct
68) until now, they have hardly changed C/SS and frequencies.
However, there are units that are exceptions, such as 5/7.

During our offensive phases, when we attacked units of the
Division, they attempted to cope with our intercept mostly by
continually changing frequencies, concealing the changes in the
context of messages, and by changing the C/SS of 5/7. These
changes had special characteristics that must be noted.

C/S8 of all Bdes, Bns, and Cos did not change basically. They
remained as before (with the exception of 5/7), and the C/SS
suffix system did not change. Before the summer campaign, 5/7
changed their Bn and Co C/SS but did not change their suffix
system. On 11 May 69, 5/7 changed their C/SS as follows:

BALTIC TYRANT 5/7

CANTEEN A Co
LACKING LINGER B Co
RAIDER C Co
LADY LAND D Co
TURKY BATMAN E Co

At the beginning of Jun 69, 5/7 changed back to its previous
C/88 and the Cos changed to C/SS that A, B, and C Cos used in
March and D Co used before March. During this period, sometimes
old and sometimes new C/SS were used. Here are 5/7's C/SS from
this period (Jul 69):

FAST FLANKER 5/7

KING FISHER A Co

HUNGRY-FALCON B Co

EAGER HAWK C Co

ROUGH RIDER D Co

READY RAIDER E Co (used before March)
A-5
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A possible reason for the C/SS change was that 5/7 was
being frequently attacked and they changed suddenly but later
had to change back because the signal personnel were msking many
mistakes with the new C/SS. Furthermore, changing C/SS in a unit
with many elements like the Division will create difficulties for
the signal personnel and perhaps they will concentrate on observing
message texts and changing frequencies. '

In order to cope with our control of their frequencies, the
Division changes frequencies without following a set pattern like
the 1lst and 25th US Inf Div. They change suddenly to make us
lose the signal - they did this especially during the summer
campaign - sometimes 2 or 3 times a day. They use duplex
frequencies at the brigade level (24 and 3d Bde) and for all
the other units subordinate to the Division such as the 1/9
Air Recon and the Aviation Group. One characteristic we must te
aware of at the time of frequency change for the companies,
battalions and brigades is that they will change to the new
frequencies for a while and then change back to the former one.
We must be aware of this to be efficient because, if they change
continually, we will be confused by other units' frequencies
and will encounter difficulties.

In order to maintain continuity during frequency chenges,
we must be aware of the former frequency while searching for
the new one in case they switch back and, while searching,
check frequencies that they have used before., If there
are enough operators and equipment, a separate cell should be
assigned to search as long as their absence from work dces not
hamper normal operations. We have Just discovered a relatively
successful means for determining beforehand when battalions will
change frequencies and a rapid method for finding them again.
Besides the method of redistribution of men and equipment as
described above, we can rely on information taken from commun-
ication on the net of the Aviation Group. In the Aviation Group's
messages concerning air transport operations for any battalion,
they include information concerning the frequencies to be used
with these battalions for the following day. The battalion also
passes information concerning frequencies presently in use. Al-
though the Aviation Group only passes designators, if the frequency
designator that we are hearing on the battalion's net differs
from the frequency designator we hear on the Aviation Group's net
we know that the next day they will change frequencies. If we
hear the o0ld designator we merely return to the old frequency
and know that this is the same battalion. If we hear new
designators, then we gearch until we find the new designator
and know that this is the new frequency for the battalion.

A6 UNCLASSIFIED
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Special Characteristics of Air Warning Nets

In the important areas - areas of troop concentration or
areas where there is s large military coperation - there are
usually large artillery bvases. The mission of these bases is to
give fire support to units on operation or to units in contact,

Thus, the mission of establishing air warning nets is of utmost
importance. These air warning nets report to units active in

their area and to aircraft carrying troops or wounded, dropping
flares, etc, wvhere there will be artillery, chemical, and B52

attacks so that they will avoid the appropriate areas to avoid
accidental casualties. Following these nets clcsely, we can

expleit their coordinstion with infantry nets to gain intelligence

on the activities of units, FSBs, LZs, and air recon for units on
operation. We can salso gain complementary information on in-

fantry nets which, through analysis, can alleviate the many in-
telligence problems encountered during times of change in the war. =/
when the mission and characteristics of the enemy change. Recently ™’
the enemy has caused us many difficulties in intercept. If R
information from auxiliary nets 1s not combined with other sources,
problems in exploitstion will be created. Intercept often does

not satisfy tacticel intelligence requirements. T

In the present situation, as stated above, it is necessary
to gain experience in collecting information on enemy activity
from auxiliary nets. In doing this, we will improve our intercept
and analysis effort.

Technical information on air warning nets
A. Operational characteristics

One characteristic of the regional air werning nets (e.g.
TAY NINH, DAU TIENG, BIEN HOA, SAIGON, QUAN LOI, etc) is that
they are gasy to intercept. They have fast exchanges but it is
easy to get informetion. Usually air warning nets take the names
of their regions for C/SS and the other elements of the net take
the names of aircraft.

These nets have not changed since we began intercepting
them (1967, 68, 69).

B. (/S8 derivation

Generally speaking, C/SS derivation for regional air nets
is simple.

UNCLASSIFIED
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The main C/SS are usually the place names of the unit's
location and the word "ARTILLERY". For example: QUAN LOI ARTILLERY,
TAY NINH ARTILLERY. Besides these mein C/SS, there are meny C/SS
for aircraft in the region, FSBs, LZs, and place names used by
the aircraft.

C. B52 Strike Report

The coordinates for a B52 strike are usually reported 10
to 15, and sometimes 20 minutes, prior to the strike (you must
be aware that the coordinates given are for the general area -
they are not exact). Before, exact information was given in BS52
reports but now, in an attempt to cope with us, only the area
is reported and even the time period is not always correct -
sometimes it is and sometimes it's not.

D. Exploitation of artillery fire and air strike information

Combat units near the enemy are able to exploit tactical
information concerning artillery and air strikes to avoid them.
They also can gain information in other ways through analysis.
Example:

If artillery is seen firing continuously into one
area and we combine this with information from other nets, we might
be sble to determine that the enemy is about to insert troops
or sweep because they usually clear such an area.

Through research, we might be able to figure out by
trigonometry and geometry all the firing units. Example:

If we know the coordinates of the strike, the range
of fire, and the degree of fire, we can figure out the point
of origin.

Sidelight: If you consider the method of artillery
fire, you will be able to get quick and concrete results.

E. Other angles of exploitation of information
Besides the areas mentioned above, there is other negligence

of the enemy. We can exploit a number of coordinates of LZ and
FSBe used for infantry units active on this net.

An additional source of information can verify intelligence.
For example, if an aircraft is going (C/SS MEDIEVAL 21) from
some point to a position at coordinates 6405 to carry wounded

UNCLASSIFIED
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at 0900 hours and another net (for exasmple, the 3d Air Trans,

Bde) reports that there is an aircraft (C/SS MEDIEVAL 21) carrying
wounded for one of its units in contact with the enemy at an
unknown point, we can combine the two pieces of information and
determine that the 3d Bde is in contact at grid 6405,

Above is one specific example. Besides this, we can
analyze areas of enemy activity, areas of contact, recon air-
craft, fighters, support aircraft, etc. We can determine where
the enemy has discovered us, if they are reacting in force or .
not, and whether or not our plans have been compromised,
especlally during a high point when there is much activity.

Generally speaking, in-depth analysis of information gleaned
from the air werning nets yields very useful information con-
cerning the enemy's secret tactics.

Technical Characteristics of the RVN
I Introduction

All RYN units have US military advisors. Alongside RVN
communications nets are US military advisory nets. There was
a time when, due to personnel shortages, we did not give
appropriate stress to the monitoring of these US advisory nets.
During the Third Phase General Offensive and Uprising, we ran .
across -several of these advisory nets to the general preparedness
force. At this time we began to monitor these nets and began
extracting intelligence which we could collate with the in-
telligence geained by the detachment monitoring RVN shortwave
communications in the field. In general, the quality of the
advisory nets is good. They provide quite a bit of intelligence
on RVN activities, especially during combined US/RVN operations.
The intelligence passed over the advisory nets gives a fairly
complete picture of the enemy's combat activities and plans.
We are tasked with developing our mission, with fulfilling the
urgent needs of the Revolution in this present phase and with
gaining a completely accurate understanding of the activities
of US forces in our area. Therefore, it is of utmost importance.
that we compile an amount of technical data so that we can gain
a thorough understanding of the RVN forces by exploiting the
US advisory nets. Faced with these requirements, we have
drawn from our practical experience in order to present a
number of technical characteristies of the US advisory nets
so that we could state our opinions and exchange our technical
experience on these nets as suggested above.
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II Technical information on RVN ailrborne advisory nets

In the Third Phase General Offensive and Uprising, the key
theater of operations in III CTZ was the TAY NINH theater of
operations. The enemy assembled a large force and moved it up
there to defend the region. The forces which were active in this
key theater of operations were 2 brigades of the US 25th Infantry
Division {Tropic Lightning) and 7 battalions of RVN genersl
preparedness forces (consisting of RVN sirborne forces and marines).
Of particuler interest in regard to special technical charscteristics
of the RVN airborne forces is that from Oct until Jun the
did not change their Call Sign Suffix ¢/S8). Their C/SS is RED
HAT. This fact helped our intercept operators recover the advisory
pet of the RVN airborne forces. There are also several special -
characteristics in regard to mannerisms, work procedures and
message content of the advisory nets of the RVN airborne forces
vhich are very easy to recognize if we compare thelr opersting
procedures, message content and methods of coping with our inter-
cept efforts with the seame information from other US Army infantry
and air nets. We have had this information since General Aggressicn
and Uprising Phase, Phase I. During the period from TET 1968
until the present (Jul 69), the US has increased its attempts to
cope with our intercept of their communjcations. In the nets
of the 1st Cav Div (AM), the lst US Inf Div, the 25th US Inf
Div (Tropic Lightning), the 1lth ACR, etc, the enemy has con=
tinuously changed frequencies, C/SS and system of suffixes. In
addition to this, they have begun to encrypt coordinates which
has greatly hampered our extraction of tactical intelligence from
intercept. Unlike US infantry nets, the RVN airborne advisory
nets never change C/SS, their operating procedures are relatively
easy to recognize and their messages are sent in the clear and
are easy to receive. Usually when they have contact with our forces
they use the advisory nets to request US infantry or artillery
support, dustoff, airstrikes or tc suggest a coordinated op-
eration. Contents: The messages they send are easy to under-
stand, they do not encrypt coordinates which is very sdvantagecus
for us beceuse by relating this information to the intelligence
gained by our nets monitoring the RVN general preparedness
forces we can very easily make unit identification and can
coordinate to gather intelligence for HQ so they can provide
timely and accurate leadership. Nevertheless, exploiting the
RVN airborne advisory net is not all that easy. There are times
when they do change frequencies and we often lose much time
searching for the new frequencies because the RVN airborne
advisory net frequencies are not used regularly; that is, hourly
reports every day. There are a few sections whose nets are
very similar to those of other units. Usually the RVN air-
borne advisory nets only come up when it 1s necessary to request
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support from surrounding US units when the RVN airborne forces have
contact with our forces which they can not handle. This fact causes
us no little difficulty. Naturally, by monitoring US military
advisory nets we can not gather sufficient intelligence on RVN Air-
borne activities. In order to gain intelligence on developments

of specific activities and on RVN airborne combat operation plans,
we must rely on intelligence and on the RVN nets, On this basis,
the intelligence gained from the advisory nets has the function

of supplementing our intelligence so that it is accurate and
complete M
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USARV Advisor School (Provisional)

COMNAVFORV

CDR, 7th AF
7th AF (1GS)
CO, 834 AD (DO)
CG, ITI MAF

T FFORCEV
IT FFORCEV
G, DMAC

4
Ea SA, I, II, IIT & IV
Corps (1 to each Sr Adv
out to and including Bn
and Subsector)

Inel 2

10

bd

=

FUANDODNRDRONNOONDONNRE-3-330UN 3O

1

BEnuwionb5

[
= O W\

[ N I T B 1

Ta Chief, Naval Adv Gp
Chief A" Adv Gp
Railway Security Adv Det
Ea SA, Abn Div, R¥/PF,
Marine Adv Op (1 to each
Sr Adv out to and inclnd-
ine Bn and subdector)
7a SA, T, 1T, TTI, T7 &
T ALC

Lth PSYOP Op

5th S¥G

5th 8™ (CLD-SATS)

00, L59 Sig Bn

NRT]=V

COMRTVPATFLOT
COMCOSRON ONE
COMRIVSTRIKEGRU
COMCOSFLOT I
NAVLEDMAC

¢O, UDT ELEVEN

CO, UDT TWELVE

CO, UDT THIRTEEN
A21st CSPS (Safeside)
3 Dmbt Spt Op (BSP)

12 Cmbt Spt Gp (BSP)
31 Cmbt Spt Gp (BSP)
35 Cmbt Spt Gp (BSP)
37 Cmbt Spt Gp (BSP)
366 Cmbt Spt Gp (BSP)
377 Cmbt Spt Gp (BSP;
632 Cmbt Spt Gp (BSP
633 Cwdbt Spt Gp (BSP)
JGS, J3

JGS, J5

CMD

JGS, Central Tng Comd
FWMAO

FWMAQ (AFV)

FWMAO (NZV Force)
PWMAO (MACROC-V)
FWMAO (ROK-V)

FWMAQ (RTPV)

CDR, ROCMAGV

CINCPAC

CINCUSARPAC

CG, USARHAW

CG, Tripler AMC
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UNCLASSIFIED

COMNAVSPECWARGRUPAC
COMPHIBPAC

CINCPACAF (1 to DMWPE)
CO, 7AF/13AF (DSP)

CG, 3d AD (DO)

CO, Jungle Survival Sech (Clark AFB)

CG, USARYIS

Comdt, USARPAC Intel Sch
CG, 8th US Army
USARKOREA

CO, 314th Air Div (DSP)’
COM 354 TFW

COMUSJAPAN

CG, USARJ

39th Air Div
CHMAAGCHINA

Chief, JUSMAGPHIL
CHMILTAGINDONESIA
COMUSMACTHAT

CG, USARSUPTHAI

Chief, ARPA-RDFU (THAI)
USMILADREP, SEATO
USARMA, LAOS
CHMEDTBURMA

Chairman, JCS

DIA (DIACO-3)

DIA (DIAAP-10A2)

SACSA

0SD, ARPA

Defenase Document Center
Vietnam Tng Center (Foreign
Service Institute)
CofSA

ACSI, DA

DCSPOS, DA

DA, ACofS, FOR

Chief, R&D, DA

ACTIV Ln Off, ACSFOR, DA
CNO

CSAK

HQ USAF (AFISP-S)

CMC

COMDT, NWC

COMDT, ICAF

COMDT, AFSC

CG, USAMC

CG, USACDC

CG, USACDCEC

(LR N BV, A RULRE. AV, RV, AV, A, V. AV B S e, B S SRV RV RV I8 VI 4 SR NN RE R, RV VRV R R, AV Ne R, RV BV N AV, I OIS S I8 I NIV, AN

UNCLASSIFIED

- USACDC, MR Agency

28

-

2R288882888

CO, USA Lim War Lab
CG, USCONARC

First Army
Third Army
Fourth Army
Fifth Army
Sixth Army

IIT Corps

XVII Abn Corps Arty
1st Armd Div

2d Armd Div

5 th Mech Div
24th Inf Div

, 82nd Abn Div
COMDT, USAWC

COMDT, USACGSC (1 Mil Review)
Supt, USMA

USAAC (Ft Rucker)
COMDT, USAAD Sch
COMDT, USAAMS
COMDT, USAARMS
COMDT, USAAVNS
COMDT, USACA Sch

CO; USA Cbt Surv Sch
COMDT, USACMLCS
COMDT, USAES

USA FTC (Ft Rucker)
USAIC (FE Benning)
COMDT, USAINTS
COMDT, PMG Sch
COMDT, USAQMS

COMDT, USA Sig Sch
COMDT, USASMA (Ft Bragg)
COMDT, USA Trans Sch
UsA S/TC (Ft Gordon)

w v w w w

v W ‘e

- USA S/TC (Pt McClellan)
-~ USATC (Ft Benning)

USATC (Ft Bliss)
USATC (Ft Bragg)
USATC (Ft Campbell)
USATC (Ft Dix
USATC (Ft Jackson)
USATC (Ft Knox).
USATC (Ft Lewis)
USATC (Ft Ord)
USATC (Ft Polk)
USATC (Ft L., Wood)







3 - Chairman, JTCG/ME (APG) 1 - COMNAVSPECWARGRULANT

2 - Pres, Naval War College 1 - NAV Ops Spt Gp LANT
1 - Supt, USNPGS 1 = CINCEUR

2 - COMDT, USN Amph Sch 10 - CINCUSAREUR

2 - CO, NAVPHIBSCOL, CCRO 2 - CG, Tth US Army

- CO, BOATSUPPU ONE 2 - CINCSTRIXE
-~ CO, Beach Jumper UNIT ONE L - HQ, USAFSTRIKE
- CO, Beach Jumper UNIT TWO 2 = CINGCSOUTH
-~ CO, BSU-TWO 15 - US ARMY FORCES, SOUTHCOM
- CO, UDT-TWENTY ONE 2 = USA School of Americas
- {0, UDT-TWENTY TWO 2 - COMDT, USA Jungle Warfare Sch
- CO, Seal Tm 1

Seal Tm 2

- CO, Naval Inshore Cps Tng Cen

= PAC Msl Range

= CO, Naval Wpns Cen

- COM NAV Const Bn

- Supt, USAFA

- Dept of Hist, USAFA

= Aero Systems Div (ASBFE-10)

= AU Library

- Dept of Air Police

- Hq Aero Sys Div (AFSC

- Hq For Tech Div, AFSC

- Air Tng Comd (ATOPT-S)

- Dir, Special Air Warfare Sch

- L79th Tac Ftr Wg

- 3636 Cmbt Crew Tng Gp (cer-oT)

« Armt Div & Test Cen (ADFS)

- F1d Tng Det (TDBAS-2)

-~ General Research Corp

- CG, Marine Corps Base, Cp Pendleton

- CG, Marine Corps Base, Cp Lejeune

= CG, Marine Corps Recruit Depot, San Diego

- CG, Marine Corps Recruit Depot, Parris Island

- CG, FMF, LANT

- CG, FMF, PAC

- CO, Landing Force Tng Comd, Pac

= COMPHIBTRAPAC

- CG, Marine Corps Dev & E4d Comd

= CINCAL

- CG, USARAL

6 = CINCLANT

5 = CINCLANTFLT

3 - COMPHIBLANT

3 -~ COMPHIBTRALANT
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NUMBER

10
11
12
13
14 |
15
16
7

18
19

Incl 3

" DATE
30 Mar 62
30 Mar 62

11 Apr 62
11 Apr 62

11 Apr 62

11 Apr 62

T 18 Apr62

23 Apr 62
27 Apr 62
1 May 62
5 May 62
10 May 62

16 May 62

Undated

15 Jun 62

19 Jun‘62
25 Jun‘62

24 Jul 62

31 Jul 62

27 Aug 62

UN@LASSHFEED

' Heliborhevdperation Cai Ngay, An Xuyen -

Province
Airmobile Operation in I Corps
Operation JUNGLE JIM

Ranger Task Force Operation in Vinh Binh
Sector

Multi-Battalion Operation in Nerthern Tay
Ninh Province

Cperations in Phuoc Thanh Sector to
Relocate Civilians

Operation DAN TIEN VIII

Operation CA CHEP

Operation in Kien Héa Sector

VC Ambush-Trung Lap, Binh Duong Province
Operation TIGER HUNT

Operation RAINDROP

~ Operation NGUYEN HUE

Cperation SON CA
Ambush Techniques
Review of Lessons Learned 1 - 15

Techniques Dealing with Airmobile
Assaults

Tips and Combat Experiences

Operation SUNRISE

y Indiscriminate Use of Firepower

1

U Nolienesidils Wi




21
22
23
24
25
26
27
22

29

31

32
13
3K
35
36
37
3s
39
10
Ll

42
L3
LYy
L5
L6

2? Aug
g Sep
5 Oct

13 Nov

17 ﬁéc

12 Jan

28 Feb

17 Apr

17 May

17 Aug

27 Sep

19 Oct

29 Oct

" 30 Nov

10 Jan

L Feb
10 Feb
12 Mar
11 Mar
23 Mar
28 Jul

7 Oct
22 Dec
23 Jan
12 Feb

3 Mar

UNCLASS.FIED

f2
£2
h2
62
62
63
63
63
63

63
63

63

63

63
IR
A
bl
6l
64

bl

64

6L
64
65
65
65

~ Ambush Techniques
Operations of "S Army Helicoptera
Operatian BINH TAY
Airmobile Raids Againsf Superior Forces
Search Techniques
M113 Operations
Ambushes
Guidelines for Advisors
Ambush in BINH CHANH
Paywar and €ivic Actioh‘Operaiions

. Artillery Organization & Employment in
Counterinsurgency

Eagle Flight Operations ”

Utilization of Military Dogs =

Railway Security u
' Clear and Hold Operations

Free and Maﬁnu#er

Vehicle Convoy Organiiatién and Control f
Area Saturation Operation

Ambush Operatibns

Corps Psywar/CA Operations Center

Operations of Seabee Technical Assistance
Teams

VC Employment of Land Mines

Combat Tips I

Elimination of Viet Cone Infrastructure
Viet Cong Tunnels

Recent Operations

’2' e ‘1-] ‘\]!AJD
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L7

48
L9
50

51

52

53
54
55
56
57
5%
59
60

61
62
63
A
65
66

67
68
69

70

30 Mar 65
7 Apr 65
13 Apr 65

13 Apr 65
24 Apr 65

22 Nov 65

29 Sep 66
27 Jan 66
15 Mar 66
18 Apr 66
25 May 66
20 Jun 66
13 Jul 66

5 Oct é6

27 Jan 67
11 Mar 67
25 Apr 67
15 Sep 67
20 Oct 67
10 Nov 67

L Apr 62
20 Jul 68

10 Sep 68

17 Oct 62

UNCL/: Lol TED

“River Assanlt fGroup Operations -
" “Combat Tips II

~ Operation HOAIL AN

Naval Conduct of Amphibious Operations

Operational Employment of Riot Control

Munitions

Operational Employment of the Mity Mite
Portable Blower

Viet Cong Improvised Explosive Mines and Booby Traps

The Battle of Ky Phu

The Battle of Annihilation

Operations Against Tunnel Complexes

Pursuit

Operation HAPPY VALLEY

Employment of Image Intensification

Defense Against Mortar/Recoilless Rifle

Attacks

Salient Lessona Learned

Salient Lessons Learned

Search and Rescue Operations

Imitative Communications Deception

Population and Resources Control

Countermsasures for 102mm, 122mm and
1,0mm Rockets

Defense

Viet Cong Base Camps and Supply Caches

Analysis of Enemy Positions at Xhe Sanh
and Evaluation of the Effectiveness of
Weapons Systems Against Enemy Fortifications

Friendly Casuslites from Friendly Fires

3
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UNCI[,ASSHF,UED

71 13 Mar 49 Countermeasures Against Standoff Attacks

72 16 Nov 68 Aerospace Rescue and Recovery in South
Vietnam

73 20 Nov 68 Defeat of VC Infrastructure

7% 15 Sep 69 Accidental Herbicide Damage

75 20 Jan 70 Cordon and Search Operations

76 22 Nov 69 Vietnamization

77 To Be Printed Fire Support Coordination

(4] To Be Printed Action at Long Xhot

79 To Be Printed Enemy Exploitation of Allied Tactical
Communications

UNCLASSIFIED




NUMBER

1-69

L-69

5-69

6-69

1-70

Inel &4

UNCLAESIFIED

MACV_COMBAT EXPERTENCES INDEX

DATE

6 Jun 69

29 Jul 69

7 Sep 69

3 Nov 69

5 Jan 70

15 Jan 70

SUBJECTS

Defense Against Sapper Attacks; Sniper
Training and Employment; Small Unit
Operations.

Tactical Cover and Deception (C & D)
in Counterinsurgency Operations.

Task Force Remagen; Experiences with Enemy
B-10 and B=41 Rockets; Naval Forces
Operations; Bridge Security Against
Underwater Sapper Attack,

Bunker Busting/Land Clearing: Sapper
Actions of North Vietnam Communists; FAC
Operations; KBAR/VAMPIRE Concept;
Anti-Rocket Program,

Viet Cong Attack on Regional Force
Outpost; Pacification of Quang Dien
District.

"To Build, Not to Destroy..." Air Ambush,
Surveillance Task Force.

To Be Printed Tactical Cover and Deception.







UNCLASSIFIEDR:

REFERENCES

Headquarters, 10lst Radio Research Company letter IAPV101/0PNS,
dated 30 December 1969 and briefing notes sttached thereto.

Commander, United States Military Assistance Command, Vietnam
message VMAC, Cite 123/69, DTG 301240Z DEC 69.

MACV Combat Experiences 2-69: Tactical Cover and Deception;
published by Headquarters, United States Military Assistance
Commend, Vietnam; dated 29 July 1969. '

Vietnam Lessons Learned No. 64: Imitative Communications Deception}
published by Headquarters, United States Military Assistance
Command, Vietnam, dated 15 September 1967.

Combined Document Exploitation Center, Saigon Report Number

TIR RVN 06-T0, dated 25 January 1970, Originator: MACVJ2/
TAREX Vietnam, Subject: ProjJect TOUCHDOWN.
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